
Cyber Security 

Cheat Sheet

Since inappropriate use of corporate systems exposes 
the company to risk, it is important to specify exactly 
what is permitted and what is prohibited. The purpose 
of this policy is to detail the acceptable use of corporate 
information technology resources for the protection of 
all parties involved.



The scope of this policy includes any and all use of 
corporate IT resources, including but not limited to, 
computer systems, email, the corporate network, and 
the corporate Internet connection.



This policy would outline steps the company wishes to 
take to secure its wireless infrastructure. These policies 
would cover anyone who accesses the network via a 
wireless connection, guest included.


Confidential data is typically the data that holds the 
most value to ADL Data. Often, confidential data is 
valuable to others as well, and thus can carry greater 
risk than general company data. For these reasons, it is 
good practice to dictate security standards that relate 
specifically to confidential data.




Email is an essential component of our business 
communication; however it does present challenges 
due to its potential to introduce security threats to the 
network. Email can also have an effect on the 
company's liability by providing a written record of 
communications. Your email policy would detail your 
organization's usage guidelines for the email system.



This policy will help the company reduce risk of an 
email-related security incident, foster good business 
communications both internally and externally, and 
provide for consistent and professional application of 
the company's email principles.



The scope of this policy includes the company's email 
system in its entirety, including desktop and/or web-
based email applications, server-side applications, 
email relays, and associated hardware. It covers all 

 


This policy would detail how confidential data should be 
handled, and examples of what your organization 
deems confidential.



1. Acceptable Use Policy

3. Email Policy

2. Confidential Data Policy



electronic mail sent from the system, as well as any 
external email accounts accessed from the company 
network.

A more mobile workforce is a more flexible and 
productive workforce. For this reason, business use of 
mobile devices is growing, and as these devices become 
vital tools to conduct business, more and more sensitive 
data is stored on them, and thus the risk associated 
with their use is growing.



This policy covers any mobile device capable of coming 
into contact with your companies' data.


4.  BOYD Policy

A security incident can come take many forms: a 
malicious attacker gaining access to the network, a virus 
or other malware infecting computers, or even a stolen 
laptop containing confidential data. A well thought-out 
Incident Response Policy is critical to successful 
recovery from a data incident.



This policy covers all incidents that may affect the 
security and integrity of your company's information 
assets, and outlines steps to take in the event such an 
incident occurs.


5. Incident Response Policy

Everyone needs a secure network infrastructure to 
protect the integrity of their corporate data and mitigate 
risk of a security incident. The purpose of a specific 
network infrastructure security policy is to establish the 
technical guidelines for IT security, and to communicate 
the controls necessary for a secure network infrastru‐ 
cture.

6. Network Security Policy

The easiest entry point to building your security policy, a 
password policy is the first step in enabling employees 
to safeguard your company from cyberattack. (Annese 
is sharing our own password policy as part of the 
template to get you started here.)



Passwords are the front line of protection for user 
accounts. A poorly chosen password may result in the 
compromise of your organizat‐ ion's entire corporate 
network. This policy would apply to any person who is 
provided an account connected to your corporate 
network or systems, including: employees, guests, 
contractors, partners, vendors, etc.


7. Password Policy

The purpose of this policy is to protect your company’s 
physical information systems by setting standards for 
secure operations. In order to secure your company 
data, thought must be given to the security of the 
company's physical Information Technology (IT) 
resources to ensure that they are protected from 
standard risks.



This policy would apply to your organization's company-
owned or company-provided network devices as well as 
any person working in or visiting a corporate office.


8. Physical Security Policy

Every organization should have a wireless policy that 
would likely need to include your guest access 
requirements. Wireless access can be done securely if 
certain steps are taken to mitigate known risks.



Guest access to the company's network is often 
necessary for customers, consultants, or vendors who 
are visiting company offices. This may simply take the 
form of outbound Internet access, or the guest may 
require access to specific resources on the company's 
network. Therefore, guest access to the company's 
network must be tightly controlled.


9. Wireless Network and 

Guest Access Policy


